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Egnyte Key ManagementGives Enterprises Control Over Privacy and Security
Provides key management across the widest range of cloud, hybrid and on-premises
storage deployments.
Mountain View, Calif. – March 1, 2016 - Egnyte, the market leader in Adaptive
Enterprise File Services today announced Egnyte Key Management, an industry
leading, enterprise-grade data encryption solution designed to provide
organizations with the broadest offering of choices for both privacy and security.
With this offering Egnyte is now the only company to offer full end-to-end
encryption. The solution allows customers to store encryption keys on-premises or
on the Egnyte, Amazon AWS and Microsoft Azure clouds.
“There is immense variation in the sensitivity of information within an enterprise.
For ultra-sensitive content, enterprises require end-to-end control where it is
virtually impossible for anyone unauthorized to get access to that information.
Maintaining full control over encryption keys is one of the ways to prevent
unauthorized access to sensitive data,” says Chandana Gopal, Research Manager at
IDC. “Enterprise File Sync and Share services have begun to offer encrypted key
management to customers that demand end-to-end control over ultra-sensitive
content. However, it is important to work with a solution that offers granular
controls and the flexibility to apply encrypted key management selectively to ultrasensitive content and not force customers to adopt an all-or-nothing approach.”
The most choice for industry-leading end-to-end encryption
As companies continue to move data to the cloud, it exposes them to potential
security lapses, malicious intrusion and subpoena requests by governments.
Recognizing this problem, Egnyte took steps several years ago to build a European
data center to protect customer data and create a bulwark against intrusion and
legal requests. Egnyte Key Management goes a step further, providing full-control,
end-to-end encryption key management control options ranging from those
managed by Egnyte on behalf of a customer to those exclusively owned and
controlled by the customer, including:
Egnyte-managed: Egnyte enables key management through a trusted cloud using
industry-recognized best practices for security and encryption.
Customer-managed: Egnyte enables key management in the cloud via Microsoft
Azure Key Vault, Amazon Cloud HSM or with an on-premise KMIP-compatible HSM
such as SafeNet.

“Our customers do not want to choose between encryption and collaboration – they
want to do both,” said Kris Lahiri, chief security officer at Egnyte. “They need to
control, monitor and secure content as it moves within and outside of their
organization and allow employees to work together regardless of where they are or
what type of device they are using. As more organizations want to increase control
over encryption keys, Egnyte Key Management is the only solution that will enable
collaboration at the most secure levels.”
Availability
Egnyte Key Management will be available on April 3rd as part of the advanced
security package included in the Egnyte Enterprise subscription. For more
information, go to http://www.egnyte.com/EKM.
About Egnyte
Egnyte is the market leader in Adaptive Enterprise File Services that uniquely
anticipate IT and end users’ needs to securely, easily and intelligently share files on
premises and in the cloud. Egnyte’s award-winning platform integrates with any
cloud, storage, device and business application to enable customers to optimize
their collaboration environments through secure access, centralized control and
unified visibility. Egnyte enables IT to make informed decisions on infrastructure
utilization and workflows and end users to access unique content intelligence to
proactively adapt their content sharing, management and protection strategies.
Egnyte was founded in 2007 and is a privately held company headquartered in
Mountain View, CA. It is backed by venture capital firms, including Google Ventures
and Kleiner Perkins Caufield & Byers, as well as technology partners, such as
CenturyLink and Seagate Technology. Please visit www.egnyte.com or call 1-8777EGNYTE for more information.
Links
Introducing Egnyte Key Management, Kris Lahiri, chief security officer and cofounder
Addressing Privacy Through the Egnyte Key Management Solution, Amrit Jassal,
chief technical officer and co-founder
Egnyte security architecture whitepaper
Egnyte security expert panel on-demand webinar
Additional Resources
Follow Egnyte on Twitter: www.twitter.com/Egnyte
Join Egnyte on Facebook: www.facebook.com/Egnyte
Connect with Egnyte on LinkedIn: Egnyte LinkedIn Company Page
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