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U.S. Security Exchange Commission - SEC 17a-3 and 17a-4 Recordkeeping
COMPLIANCE FOR BROKER-DEALERS
Every member, broker and dealer subject to Rule 17a-3
shall preserve for a period of not less than six years, the first
two years in an easily accessible place, all records required
to be made pursuant to paragraphs Rule 17a-3(a)(1), (a)(2),
(a)(3), (a)(5), (a)(21), (a)(22), and analogous records created
pursuant to Rule 17a-3(f).

EGNYTE COMPLIANCE SOLUTION
Documents can be stored and accessible in Egnyte for as long
as needed. All documents and records are “easily accessible”
for not only two years, but for the duration of their existence
in Egnyte.
Users locating records by navigating the folder hierarchy can
accomplish easy accessibility, or by locating a client-centric
folder through a powerful keyword, file name or tag search.

The member, broker, or dealer must notify its examining

This notification is the responsibility of the customer. This

authority designated pursuant to Section 17(d) of the Act

document can be forwarded to communicate Egnyte

prior to employing electronic storage media. 17a-4(f)(2)(i)

functionality.

Preserve the records exclusively in a non-rewriteable, non-

All files are stored on redundant RAID 6 storage filers. Only

erasable format. (Write Once Ready Many (WORM) devices.

users with read/write/delete access can delete a file. The

17a-4(f)(2)(ii)(A)).

account administrator manages this access control. Policy
based retention rules control when the deleted files are
purged from the trash bin associated with each account.
Additionally, Egnyte provides an audit log of all delete activity.
Documents are stored in n+2 (with n+3 option) RAID 6
storage across two SAS 70 compliant data centers.

Verify automatically the quality and accuracy of the storage

Egnyte maintains versions of a document as it changes and

media recording process. The intent of this rule is to provide

also sends alerts when any file is changed.

some level of confidence that the record has actually been
stored.(17a-4(f)(2)(ii)(B).
Serialize the original and, if applicable, duplicate units of

Documents are stored in n+2 (with n+3 option) RAID 6

storage media, and timestamp for the required period of

storage across two SAS 70 compliant data centers. All file

retention the information placed on such electronic storage

changes are kept with an audit trail and information about

media. 17a-4(f)(2)(ii)(C).

who changed the file and the timestamp of the change. No
data is purged unless explicitly deleted by an authorized user.

Have the capacity to readily download indexes and records

All files are indexed in Egnyte and can be searched using

preserved on the electronic storage media to any medium

keyword, partial file names or tags assigned to files. Files can

acceptable under this paragraph (f) as required by the

be exported in a zipped format or copied on any magnetic

Commission or the self-regulatory organizations of which the

media including providing an optional local copy of the file

member, broker, or dealer is a member. 17a-4(f)(2)(ii)(D).

or all files on a direct attached storage device or network
attached storage device.
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COMPLIANCE FOR BROKER-DEALERS

EGNYTE COMPLIANCE SOLUTION

At all times have available, for examination by the staffs
of the Commission and self-regulatory organizations
of which it is a member, facilities for immediate, easily
readable projection or production of micrographic media
or electronic storage media images and for producing easily
readable images. 17a-4(f)(3)(i)

Customers can provide secure access to their files in Egnyte

Be ready at all times to provide, and immediately provide, any

Egnyte provides web based access and direct desktop access

facsimile enlargement which the staffs of the Commission,

to the files. A customer can provide both or one kind of

any self-regulatory organization of which it is a member, or

access to the regulatory organizations, who in turn can print

any State securities regulator having jurisdiction over the

or fax the document from resources they have access to in

member, broker or dealer may request. 17a-4(f)(3)(ii)

their office. Also, Egnyte provides flash viewer for being able

to any entity. Each such access is controlled by a specific
username and password. All file access is recorded and is
visible in the access history tab associated with each file.

to open most files (around 500 file types).
Store separately from the original, a duplicate copy of the

All files are maintained in n+2 (with n+3 option) RAID 6

record stored on any medium acceptable under Rule 17a-4

storage across two data centers, which are both SAS 70

for the time required. 17a-4(f)(3)(iii)

compliant. Essentially, three copies are maintained at all
times.

Organize and index accurately all information maintained on

All files are automatically indexed and are searchable using

both original and any duplicate storage media. 17a-4(f)(3)(iv)

keywords, partial file names or tags associated with a file.

(A)

Search function returns results based on proximity of
keywords, relevancy, etc.

At all times, a member, broker, or dealer must be able to have

All files are automatically indexed and all actions by any user

such indexes available for examination by the staffs of the

against the document are recorded providing an audit trail

Commission and the self-regulatory organizations of which

with a date and time stamp. The Commission staff can access

the broker or dealer is a member. 17a-4(f)(3)(iv)(A).

this information at any time using the web-based access.

Each index must be duplicated and the duplicate copies must

An index, which allows the retrieval of the files, is

be stored separately from the original copy of the index.

automatically created in the Egnyte online storage. The

Original and duplicate indexes must be preserved for the

index will exist as a long as the documents are available. All

time required for the indexed records. 17a-49f)(3)(iv)(A).

documents and records are mirrored to a second datacenter,
and a second copy of the index is also automatically
created. Both indexes and set of records are kept for as
long as needed by the retention period. Egnyte uses a “High
Availability” (HA) architecture for all layers of its infrastructure
ensuring redundancy and protection against losing access to
the records.
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240 RETENTION REQUIREMENTS

EGNYTE COMPLIANCE SOLUTION

Every member, broker and dealer subject to § 240.17a-3
shall preserve for a period of not less than six years after
the closing of any customer’s account any account cards
or records which relate to the terms and conditions with
respect to the opening and maintenance of the account.

Each Egnyte customer can maintain records indefinitely.

Every member, broker and dealer subject to § 240.17a-3

Egnyte enables customers to segregate files using folders

shall preserve during the life of the enterprise and of any

or other metadata like tags. None of these are purged by

successor enterprise all partnership articles or, in the case of

the system unless explicitly deleted by the customer. The

a corporation, all articles of incorporation or charter, minute

customer can therefore create specific folders to store

books and stock certificate books (or, in the case of any other

articles of incorporation, minute books, stock certificate

form of legal entity, all records such as articles of organization or

books, etc. If the customer deletes any of these willingly,

formation, and minute books used for a purpose similar to those

Egnyte provides an audit log of all delete activity.

Egnyte does no automatic purging unless specified by the
customer’s data retention policy. Even that is applicable to
only older versions of a file. Files will be archived in Egnyte as
long as the customers keep their Egnyte account active.

recordsrequired for corporations or partnerships), all Forms BD
(§ 249.501 of this chapter), all Forms BDW (§ 249.501a of this
chapter), all amendments to these forms, all licenses or other
documentation showing the registration of the member, broker
or dealer with any securities regulatory authority.
Every member, broker and dealer subject to § 240.17a-3

Egnyte allows customers to keep all their files without an

shall maintain and preserve in an easily accessible place:

“enfo rced” archival policy. Each customer can keep the files

All account record information required pursuant to §

for six years or longer, and since data storage is redundant,

240.17a-3(a)(17) until at least six years after the earlier of

data loss issues are completely prevented.

the date the account was closed or the date on which the
information was replaced or updated.
Every member, broker and dealer subject to § 240.17a-3 shall

Each report, which a regulatory authority has requested

maintain and preserve in an easily accessible place: Each

pursuant to an order or settlement, can be tagged with the

report which a securities regulatory authority has requested

appropriate label. Such tagged files can be maintained in the

or required the member, broker or dealer to make and

Egnyte storage system for 3 years or longer.

furnish to it pursuant to an order or settlement, and each
securities regulatory authority examination report until three
years after the date of the report.
Every member, broker and dealer subject to § 240.17a-3 shall

Unusual activity report can be tagged with the appropriate

maintain and preserve in an easily accessible place: All reports

label. Such tagged files can be maintained in the Egnyte

produced to review for unusual activity in customer accounts

storage system 18 months or longer.

until eighteen months after the date the report was generated.
Written advertisement never released to the public must also

The customer can store the written advertisement files in folders

be kept, and made available to SSR. Customers must keep all

with “read only” access so that they are always available to

compliance, supervisory, and procedures manuals, including any

SSR. They can do the same for all compliance, supervisory, and

written procedures for reviewing communications.

procedures manuals, including any written procedures.

http://www.sec.gov/rules/final/34-44992.htm U.S. Securities and Exchange Commission Final Rule: Books & Records Requirements for Brokers & Dealers
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U.S. Security Exchange Commission - SEC Rule 31a-2 and 204-2 –
Investment Companies and Investment Advisors
COMPLIANCE REQUIREMENTS FOR INVESTMENT
COMPANIES AND INVESTMENT ADVISORS
Funds and advisors may keep all of their records in an
electronic format. (Amendment to Rule 31a-2 and 204-2)

EGNYTE COMPLIANCE SOLUTION
All documents including email files can be stored in the
Egnyte online storage solution. “Read only” folder permission
on the online folders will prevent any user from deleting
these files.

Reasonably safeguard the records from loss, alteration or

All files are saved on n+2 (with n+3 option) RAID 6 storage

destruction. (Rule 31a-2, 204-2, Part 270, Part 275)

at all times. Data is redundant in not only the primary data
center but also in the secondary data center. Files cannot be
deleted from “read only” folders. All account activity is logged
and can be seen via audit reports. Furthermore, Egnyte allows
customers to create a local copy on a direct attached storage
device or a network attached storage device in their office.

Ensure that electronic copies of non-electronic originals are

Egnyte provides a flash based viewer for all common le types.

complete, true, and legible in the medium and format in

This allows users to be able to “read” any le type despite not

which it is stored. (Amendment to Rule 31a-2, 204-2, Part 270,

having the viewing application on their computer.

Part 275)
Limit access to the records to authorized personnel,

Account administrators control access rights for all

the Commission (including its examiners and other

documents in their Egnyte account. They can create a specic

representatives), and (in the case of funds), fund directors

group, for example, the “Commission” users, and grant them

(Rule 31a-2, 204-2, Part 270, Part 275)).

the required access to the respective folders.

Funds and advisors may be requested by the Commission to

Egnyte provides secure access to users within an account,

promptly provide legible, true and complete copies of records in

including enabling the account administrator to allow secure

the medium and format in which they are stored, and printouts

access to other business entities like the Commission. The

of such records; and means to access, view, and print the

Commission personnel can open a file, email it or send it to a

records. (31a-2, 204-2)

printer or fax. Also, Egnyte allows for secure access to a single
file via links.

Means to access, view and print the records in a legible, true and

Egnyte allows secure access to users within to be able to view

complete printout. (Part270, Part 275)

and print files.

Separately store, for the time required for preservation of the

All files are stored on redundant RAID 6 storage filers. Only

original record, a duplicate copy of the record on any medium

users with read/write/delete access can delete a file. The

allowed. (Part 270, Part 275)

account administrator manages this access control. Policy
based retention rules control when the deleted files are
purged from the trash bin associated with each account
Documents are stored in n+2 (with n+3 option) RAID 6
storage across two SAS 70 compliant data centers.
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COMPLIANCE REQUIREMENTS FOR INVESTMENT
COMPANIES AND INVESTMENT ADVISORS
Funds and advisors to retain records electronically for over
fifteen years and easily accessible for two years.

EGNYTE COMPLIANCE SOLUTION
Documents can be stored and accessible in Egnyte online
storage with no expiration. The customer can keep them for
two years or fifteen years.

Funds and advisors who choose to convert records into an

Egnyte not only allows the funds and advisors to store the

electronic format must do so in the same fashion as they already

documents in the original file type and format but also

keep electronically created or received records.

automatically provides a flash based viewer for all commonly
used file types (500 file types are supported).

The rules standards are flexible and permit funds and

Egnyte customers have secure access to their documents

advisors to modify their electronic record retention practices

from anywhere and at any time. Egnyte ensures that their files

to take advantage of advances in electronic storage

are always available by keeping more than one copy across

technology.

two data centers to prevent any kind of data loss.

Funds and Advisors are free to adopt any combination

Egnyte provides a comprehensive Online File Storage solution

of technological and manual protocols that meet the

at a fraction of a cost to doing it in-house. It is a more secure

requirements of the rules.

and robust solution than what most companies can deploy
and manage with their own IT staff.

http://www.sec.gov/rules/final/ic-24991.htm: U.S. Securities and Exchange Commission Final Rule: Electronic Recordkeeping by Investment
Companies and Investment Advisors.
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Start a free trial or contact our sales team today.
Start 15-Day Free Trial

Contact Sales
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Egnyte is the market leader in Adaptive Enterprise File Services that uniquely anticipate IT and end users’ needs to securely,
easily and intelligently share files on premises and in the cloud. Egnyte’s award-winning platform integrates with any cloud,
storage, device and business application to enable customers to optimize their collaboration environments through secure
access, centralized control and unified visibility. Egnyte enables IT to make informed decisions on infrastructureutilization
and workflows and end users to access unique content intelligence to proactively adapt their content sharing,
management and protection strategies.

