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EGNYTE STORAGE CONNECT
Simple, Secure Access to Data Behind the Firewall
Being able to access the information you need, when you need it is a lot easier said than done,
particularly when that information is highly sensitive or governed by regulatory requirements
that dictate it has to be stored on-premises. Egnyte Storage Connect provides an elegant
solution, enabling users on the go to access and edit files stored behind the firewall, without
that content ever leaving your data center. The mobile, VPN-less solution is so simple to work
with that users will no longer resort to emailing files back and forth or using consumer cloud
file sharing solutions (Shadow IT), which introduce risks to the privacy and security of your
data and versioning issues. With Egnyte Storage Connect, you have the control and agility
your business needs and the convenience your users demand, while strengthening your
security and compliance.
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Enterprise Security

HIGHLIGHTED FEATURES

Storage Connect provides mobile, VPN-less access to files stored
on any local storage, without the files, or even the file’s metadata
ever passing through the cloud. Files can be locked, which means
they can be previewed, downloaded and copied, but not moved,
renamed, deleted, or updated, which maintains the integrity of your

• Unified file locking between local
and remote users
• No data or metadata ever transits
Egnyte cloud

content. Link security options let you to prohibit public link sharing

• Encrypted in transit via SSL/TLS

from specific file stores to ensure your most sensitive data remains

• File access and login auditing

private. For added security, the solution encrypts all traffic via SSL/
TLS and can be deployed in a DMZ in the corporate network, rather

• Supports deployment within DMZ

than within the network itself.

Seamless User Experience
Users can use a standard browser or any mobile device to access
the files they need, regardless of where they are stored. Through

• Access via iOS and Android apps

the Storage Connect secure mobile app or Web UI, users can take

• Access via web browser

advantage of cloud collaboration features, such as link sharing and

• Common cloud and on-prem UI

shared folders. They can also remain confident they always have

• Switch between cloud and

on-demand access to their latest documents, as Storage Connect

on-premises file stores

automatically opens and saves changes to files in its native application
to eliminate any versioning issues.

Leverages Existing Storage
Storage Connect works with any of your existing data stores, which
can reside on any kind of storage (direct attached, SAN, or NAS). You

• Can access any CIFS storage

don’t have to move any of your data; Storage Connect is designed to

• Attached, NAS or SAN devices

give your users the ability to access and share data from their current

• Use existing file permissions

location, without the need of a VPN. Most importantly, existing file

• Control read and write access

sharing permissions (ACL’s) are respected and no proprietary file
access protocols are required.
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Easy Implementation

HIGHLIGHTED FEATURES

Storage Connect is a virtual appliance that can be deployed behind
your firewall and up and running in minutes. It connects to existing

• Can be deployed in < 20 min

storage, via CIFS or NFS, and enables remote access to file stores,

• Supports VMware and Hyper-V

without that data ever leaving the internal network. Storage Connect

• Automatic node discovery

separates the control plane from the data plane, so IT can deploy

• Single unified user interface

multiple virtual appliances to create a unified namespace that
connects multiple file shares in various geographies to give users
a logical single pane of glass for all files, which could be located
anywhere in the world. Through an easy-to use Web UI, you can
quickly set controls over where files are stored, who can access them
and how they can be shared.

Designed for the Enterprise
Cluster deployments of Storage Connect enable you to deliver

• Automatic node failover

high availability and horizontal scalability that meets your privacy

• Built-in load balancer

and security requirements, even as your business grows and the
complexity of your environment increases. Storage Connect’s ability
to integrate with your existing infrastructure and support zerodowntime upgrades enables you to maximize the investments you
have made, while improving user collaboration and productivity and

• Add extra nodes to cluster simply
by provisioning new VMs
• Can support zero-downtime
upgrade

strengthening your overall security.

Summary
Your data is your business. It needs to be both secure and accessible.
With Storage Connect, those requirements are not incompatible; in
fact, the mobile, VPN-less solution optimizes both, making it easier and
more secure for users to access the files they need, when they need
them, from wherever they are located. For data that needs to stay on-

READY TO GET STARTED?
Contact a product specialist today

Start Free Trial

premises, Storage Connect allows users to access the files, via their
mobile device or a web browser, without the data ever leaving your
data center. Secure Connect enables you to support collaboration,
as well as the privacy, security and compliance requirements of your
business.
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Smart Content Collaboration & Governance
www.egnyte.com | +1-650-968-4018 | 1350 W. Middlefield Rd, Mountain View, CA 94043, USA
Egnyte transforms business through smarter content allowing organizations to connect, protect,and unlock value from all their content. Our Content Intelligence platform
delivers smart content collaboration and governance in the cloud or on-premises to thousands of businesses around the world even the most regulated industries. Founded
in 2007, Egnyte is privately held and headquartered in Mountain View, CA. Investors include venture capital firms, such as Google Ventures and Kleiner Perkins Caufield
& Byers, as well as technology partners, such as CenturyLink and Seagate Technology.

